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ABSTRACT 
Breach notification laws in 40+ states require that the affected public be notified if sensitive data is breached (such as 
through loss or theft), unless it can be proved that the stored data was encrypted. In addition, it is sound security 
practice to always encrypt data at rest. Data at rest on storage can be encrypted (and decrypted) “upstream” of the 
storage device, in a host application or appliance, or in the storage device itself, using self-encrypting hard drives. 
Self-encrypting hard drives offer clear advantages against  upstream encryption for data at rest.   The Trusted 
Computing Group has recently published a trusted storage specification, developed primarily by all the major  hard 
drive manufacturers, that defines in detail the definition and management of self-encrypting hard drives. Encrypting all 
data at rest on storage devices, combined with the robust authentication and access controls in the  TCG storage 
specification, provides essential content protection for sensitive or valuable content in storage. 
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